HEALTH IT SECURITY

Mitigate your risk with Purdue Healthcare Advisors

Medicare providers are required to conduct a Security Risk
Assessment (SRA) under the new Quality Payment Program’s
Merit-based Incentive Payment System (MIPS). Since 2010, Purdue
Healthcare Advisors (PHA) has assessed hundreds of hospitals and
clinics, and found thousands of vulnerabilities. We use the |atest
assessment and validation tools to supplement your IT security
program. With our SRAs, you'll be able to make improvements
immediately by following our actionable remediation plan.

Are you a small or underresourced provider who needs expert
advice on upgrading your computer hardware, software and
network? Ask about our popular Technology Assessment in which
we check your network speed, evaluate your laptops/deskiops,
and provide recommendations aimed at saving you time and
money. We can also advise you on encryption strategies; secure
wireless migration; and disaster recovery planning.

Finally, if you take credit cards, we can help you be compliant with
applicable data security requirements. Our Payment Card Indusiry
Data Security Standard (PCI-DDS) Assessment makes completing
the required annual self-assessment and attestation much easier.

RISK PACK 1
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QUESTIONS ABOUT LEAN?

Contact Brian McCammon
PHA Managing Advisor
(844) 742-3678

healthcareadvisors@purdue.edu

RISK PACK 3
Vigilant

Security Risk
Assessment (SRA)*

Our SRAs (HIPAA Risk
Analyses) involve onsite
interviews of key staff and
physical tours through your
facilities. We'll perform
the reviews, scans, and

Pack 1 + External
Vulnerability Assessment
(EVA) and Phishing Testing

Our remote EVA identifies
vulnerabilities within your
Internet-facing infrastructure
and attached network
systems. Our Phishing Testing
assessments necessary to reveals how many of your
create a realistic security and employees are susceptible to
privacy remediation plan. being victimized by a phish

Pack 2 + Penetration Testing,
Password Audit and Staff
Education

Our Peneftration Testing tests
your security defenses and
network configurations to find
holes before the bad guys do.
We'll audit your staff passwords
to strengthen your first line of
defense against data breach,
and educate your staff on IT

ing
k aftack. / k security best practices. /
*Basic SRAs included at no cost for eligible PHA clients participating in the Indiana Medicaid

Meaningful Use Assistance Program.
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